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Publication Declaration and Research Parameters 

Full Standard Disclosure 

Published by Montero Nava 

This document is an independent informational publication prepared and issued by Montero Nava. 

All third-party trademarks, logos, names, titles, service marks, and other intellectual property referenced in this 

document remain the property of their respective owners. 

Unless expressly stated, this document is not affiliated with, endorsed by, sponsored by, commissioned by, or 

officially connected to any referenced third-party organization or individual. 

Information may be derived from publicly available or otherwise lawfully obtained sources and is presented for 

informational, educational, research, and reference purposes. 

Montero Nava does not guarantee that all information will remain complete, current, or error-free. Readers 

should verify time-sensitive, consequential, or official information directly with the referenced entity or 

appropriate official source. 

Requests for correction, clarification, attribution review, or removal may be submitted through the official 

Montero Nava disclosure and contact channels. 

Disclosure and correction channel: link.mnus.me/discloser 

Scope and Research Objective 

This report examines Proton as a brand and operating ecosystem, the legal and governance roles of Proton 

AG, Fondation Proton, and Proton Financial AG, the current product portfolio, publicly described security and 

privacy controls, legal and disclosure boundaries, infrastructure strategy, revenue model, and practical due-

diligence considerations. Its objective is to organize authoritative public information into a traceable 

independent reference for readers evaluating Proton's structure, services, and privacy claims. 

Research Methodology and Source Explanation 

• Official Proton legal, governance, security, support, product, and transparency materials were prioritized for 

Proton's stated policies and technical claims. 

• Swiss federal UID registry records were used for legal names, entity forms, identification numbers, registered 

addresses, and status. 

• Reuters, TechCrunch, and SWI swissinfo.ch were used for independent court, controversy, and infrastructure 

context. 

• Material factual statements are connected to the numbered source register. Analysis, implications, and diligence 

recommendations are labeled through context and are not presented as official Proton findings. 

• Time-sensitive information was reviewed through the research cutoff date shown in the control block. 

Limitations and Accuracy Notice 

ACCURACY AND RELIANCE LIMITATION 

Proton is privately held, and this review did not identify public audited consolidated revenue, profit, cash-flow, 

debt, or balance-sheet statements. Product terms, prices, leadership, laws, certifications, service availability, and 

organizational structure can change after the research cutoff. The report is not legal, financial, investment, tax, 

cybersecurity, engineering, procurement, or regulatory advice. Consequential decisions should be verified 

through current official sources and qualified professional review. 

  

https://link.mnus.me/discloser
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Executive Summary 

Proton is a Swiss privacy-technology group built around a hybrid governance model. The non-profit 

Proton Foundation is the primary and largest voting shareholder of Proton AG and exercises mission-

oriented control, while Proton AG remains a for-profit operator responsible for the main consumer and 

business services. Proton Financial AG is a wholly owned Proton AG subsidiary that develops and 

provides Proton Wallet software under separate terms. Its terms do not present it as a bank, exchange, 

payment provider, or custodian. [1, 2, 6] 

As of the research cutoff, Proton states that it supports more than 100 million user accounts and employs more 

than 500 people. Its portfolio has expanded from encrypted email into VPN, storage, documents, spreadsheets, 

passwords, authentication, calendar, video meetings, private AI, and a non-custodial Bitcoin wallet. Proton AG 

is active in the Swiss registry as CHE-354.686.492 and is headquartered in Plan-les-Ouates, Geneva. [3, 4, 8, 9] 

Indicator Reported Position Interpretation 

User scale 100 million+ accounts Proton-reported platform reach, not independently audited user activity 

Team scale 500+ personnel Distributed staff across European and Asian offices 

Core entities 

reviewed 
Three Fondation Proton, Proton AG, and Proton Financial AG 

 

OVERALL ASSESSMENT 

Proton presents a strong privacy-engineering and mission-governance profile, supported by product-specific 

end-to-end and zero-access designs, open-source clients, independently reviewed controls, and self-operated 

infrastructure. The central qualification is that privacy is not the same as anonymity: encrypted content may be 

inaccessible to Proton while account, payment, recovery, or connection metadata that Proton possesses can 

remain subject to valid Swiss legal process. 

Key Findings 

• The Foundation structure materially strengthens mission continuity and takeover resistance, but it does not 

eliminate regulatory, operational, succession, or governance risk. 

• Protection models differ by product. Mail, Drive, Pass, Calendar, Docs, Sheets, Authenticator, and Meet use 

content-focused encryption; VPN protects traffic to the VPN server; Lumo must process prompts on Proton-

controlled compute; Wallet is non-custodial software. 

• Proton received ISO 27001 certification in May 2024, completed its first SOC 2 Type II attestation in July 2025, 

and published a fifth consecutive annual Proton VPN no-logs audit in June 2026. [11, 12, 13] 

• The transparency report demonstrates why encrypted content and available metadata must be analyzed 

separately when evaluating legal exposure. [15] 

• Proton reports that it owns servers and network equipment and operates core infrastructure in Switzerland, 

Germany, and Norway rather than relying on a hyperscale public cloud for its core stack. [19, 22] 
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I. Proton Brand Overview 

The Proton brand is organized around a privacy-by-default proposition: mainstream digital services 

should protect user data by design, avoid advertising surveillance, and remain financially sustainable 

through direct customer support. 

Mission and Positioning 

Proton frames privacy as a fundamental right and positions itself as a European alternative to advertising-

funded technology platforms. Its identity combines scientific roots at CERN, Swiss legal domicile, open-source 

client software, independent security review, and a subscription-supported free tier. The 2024 Foundation 

transition was designed to make the mission structurally durable rather than dependent on a founder, investor, 

or future acquirer. [1, 3, 19] 

Attribute Verified Detail 

Origins 
Project conceived by scientists who met at CERN in 2013; Proton Mail public beta launched 

16 May 2014. 

Operating entity Proton AG, Swiss Aktiengesellschaft; UID CHE-354.686.492. 

Headquarters Route de la Galaise 32, 1228 Plan-les-Ouates, Geneva, Switzerland. 

Foundation Fondation Proton; Swiss foundation; UID CHE-418.863.304; Route de la Galaise 34. 

Scale 
More than 100 million user accounts and more than 500 team members, as reported by 

Proton. 

Leadership Andy Yen, Founder and CEO; Bart Butler, CTO; Raphael Auphan, COO. 

Office network Geneva, Zurich, Paris, London, Barcelona, Skopje, Vilnius, Prague, and Taipei. 

Primary jurisdiction 
Swiss law for Proton AG, subject to product- and user-specific terms and international 

compliance duties. 
 

Sources supporting this identity profile are listed at [3], [4], [5], and [24]. 

Brand Philosophy in Practice 

• No behavioral-advertising model and no sale of user data as a revenue strategy; paid plans fund the platform 

and free access. [19] 

• Open-source client applications and published assurance reports support external scrutiny, although audit scope 

and timing vary by product and release. [11, 13] 

• End-to-end or zero-access encryption is used where the product architecture permits it; product threat models 

must be reviewed individually. 

• Proton states that it owns and operates core server and network equipment and does not depend on AWS, 

Google Cloud, or Microsoft Azure for its core stack. [19] 

• The Foundation's legally binding purpose emphasizes privacy, freedom, and democracy, with governance, 

grants, and mission-aligned investment as its public functions. [2] 

Selected Organizational Timeline 

Date Milestone 

2013 Founding team formed around a privacy-focused email concept after meeting at CERN. 

16 May 2014 Proton Mail public beta launched. 

March 2021 CRV completed its divestment; its minority shares were transferred to FONGIT. 

October 2021 Swiss Federal Administrative Court upheld Proton's appeal on telecom-provider classification. 
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Date Milestone 

2 May 2024 Proton received ISO 27001 certification. 

17 June 2024 Founders endowed the Proton Foundation with shares, making it Proton's primary shareholder. 

24 July 2024 Proton Wallet launched as a self-custodial wallet product. 

July 2025 First SOC 2 Type II attestation completed; Lumo launched. 

4 December 2025 Proton Sheets launched. 

31 March 2026 Proton Workspace and Proton Meet launched. 

16 June 2026 Fifth consecutive annual Proton VPN no-logs audit published. 
 

Sources: [1], [12], [13], [16], [20], [24], [25], [26], and [29]. 

Brand Architecture and Continuity Assessment 

Dimension Montero Nava Assessment 

Master brand 
The Proton name functions as a trust umbrella across communications, storage, 

cybersecurity, collaboration, AI, and wallet software. 

Mission signal 
Foundation control converts a stated value proposition into a voting-control and succession 

mechanism. 

Expansion discipline 
New products inherit the privacy promise, but each service must communicate its encryption 

boundary, operator, and legal terms. 

Reputation dependency 
A material failure or misleading privacy claim in one major service could affect trust across 

the portfolio. 
 

BRAND GOVERNANCE OBSERVATION 

Proton's brand strength comes from consistency between mission, architecture, funding, and governance. 

Continued expansion increases the importance of precise product language so that 'private,' 'encrypted,' 'zero-

access,' 'no-logs,' and 'non-custodial' are not treated as interchangeable claims. 
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II. Products and Services Portfolio 

Proton operates a broad privacy ecosystem through one account. The portfolio table distinguishes each 

product's function from its actual protection model; the label 'encrypted' does not describe the same 

technical boundary in every service. 

Product Primary Function Protection Model and Operator 

Proton Mail and 

Contacts 
Email, address book, and business-

domain communications. 

Zero-access storage; end-to-end encryption for compatible 

Proton-to-Proton and protected-message workflows. 

Standard external email is not universally end-to-end 

encrypted. 

Proton Calendar 
Private calendars, events, 

invitations, and scheduling. 

Event details are protected with end-to-end encryption; 

some delivery or sharing metadata may remain operationally 

necessary. 

Proton Drive 
Cloud storage, file sharing, backup, 

and version history. 

Files, filenames, and key metadata are end-to-end 

encrypted. Proton states that Drive servers are owned and 

operated by Proton or subsidiaries. 

Proton Docs 
Real-time collaborative documents 

inside Drive. 
End-to-end encrypted document content and collaboration 

with browser-based editing. 

Proton Sheets 
Encrypted spreadsheets and real-

time collaboration. 
End-to-end encrypted content; launched 4 December 2025. 

Proton VPN 
Encrypted network tunnel, IP 

masking, censorship resistance, and 

secure remote connectivity. 

Traffic is encrypted between the device and Proton VPN 

server. It is not content E2EE to the destination site. Proton 

reports a strict no-logs architecture. 

Proton Pass 
Passwords, passkeys, notes, 

payment-card records, and hide-my-

email aliases. 

End-to-end encrypted vault; Proton states that the user 

controls the decryption keys. 

Proton Authenticator 
Time-based one-time passwords for 

two-factor authentication. 

Codes are generated locally; optional synchronization is 

end-to-end encrypted. The app is available without a Proton 

Account. 

Proton Meet 
Video meetings, screen sharing, 

and meeting chat. 
End-to-end encrypted calls using Messaging Layer Security; 

launched 31 March 2026. 

Lumo AI 
Private AI assistant for questions, 

writing, analysis, files, and web-

assisted tasks. 

Prompts are encrypted in transit to Proton-controlled model 

servers; saved history uses zero-access encryption and is 

not used for training. Model inference must process prompt 

content, so this is not conventional user-to-user E2EE. 

Proton Wallet 
Bitcoin wallet interface and 

blockchain interaction. 

Non-custodial software operated by Proton Financial AG. 

Users control private keys; the operator states that it does 

not provide payment or exchange services and does not 

custody assets. 
 

Product sources: [6], [8], [9], [11], [13], [22], [25], [27], [28], and [29]. 

Proton Workspace Business Suite 

Proton Workspace launched on 31 March 2026 as an encrypted collaboration suite. Workspace Standard 

includes premium access to Mail, Calendar, Drive with Docs and Sheets, Pass, VPN, and Meet. Workspace 

Premium adds Lumo and larger storage, meeting, and administrative allowances. Proton's support page lists 1 

TB of storage per user and meetings up to 100 participants for Standard; Premium lists 3 TB and meetings up 

to 250 participants. [8, 9] 

Dimension Workspace Standard Workspace Premium 
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Dimension Workspace Standard Workspace Premium 

Core applications 
Mail, Calendar, Drive, Docs, Sheets, Pass, 

VPN, Meet 
Standard suite plus Lumo AI 

Storage 1 TB per user 3 TB per user 

Custom domains Up to 15 Up to 20 

Meeting capacity Up to 100 participants Up to 250 participants 

Positioning 
Privacy-first collaboration and cybersecurity 

bundle 
Expanded AI, storage, meeting, and retention 

capabilities 
 

PRICING SNAPSHOT 

A Proton comparison published 23 July 2026 lists Workspace Standard at EUR 12.99 per user per month on 

annual billing, shown there as approximately USD 14.25. Currency, monthly pricing, taxes, promotions, and 

checkout terms may vary. Current checkout pricing should govern any purchase decision. [10] 

Business Deployment Considerations 

Consideration Practical Implication 

Migration and interoperability 
Test mail, document, spreadsheet, calendar, identity, and file-format migration against 

real workflows before commitment. 

Administrator model 
Encryption can limit central recovery or inspection. Admin, retention, offboarding, and 

legal-hold capabilities should be validated for the selected plan. 

Feature maturity 
Workspace is newer than Microsoft 365 and Google Workspace; integrations, 

automation, offline workflows, and advanced formatting may be less mature. 

Security value 
Including Pass and VPN can reduce the need for separate vendors and simplify baseline 

cybersecurity for small and medium organizations. 

Procurement evidence 
Regulated buyers should obtain the current SOC report, ISO scope, DPA, BAA terms 

where applicable, subprocessor details, and service commitments. 
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III. Corporate and Governance Structure 

The group combines a mission-protecting foundation, a commercial operating company, and a separate 

financial-software subsidiary. Foundation control is exercised through share ownership and voting power; 

Proton AG itself remains a for-profit company. 

Relationship Entity Role 

Primary and largest voting 

shareholder 
Fondation Proton 

Mission oversight, change-of-control protection, grants, and 

impact-oriented investment 

Controlled operating 

company 
Proton AG 

Core consumer and business services, subscriptions, staff, 

infrastructure, and principal service terms 

Wholly owned subsidiary Proton Financial AG 
Non-custodial Proton Wallet software and associated third-

party integrations under separate terms 
 

STRUCTURAL INTERPRETATION 

Proton AG remains a for-profit Aktiengesellschaft and can pursue commercial growth. Fondation Proton is 

designed to prevent a mission-inconsistent change of control. Proton Financial AG remains legally distinct and 

binds Wallet users through its own terms. 

Entity Registry and Operating Roles 

Entity Legal Identity Public Role 

Fondation Proton 
Swiss foundation; CHE-418.863.304; Route de 

la Galaise 34, 1228 Plan-les-Ouates, Geneva. 

Primary/largest voting shareholder; mission 

oversight; grants; impact-oriented 

investment. 

Proton AG 
Swiss corporation (AG); CHE-354.686.492; 

Route de la Galaise 32, 1228 Plan-les-Ouates, 

Geneva. 

Operates the main account, consumer and 

business services, staff, infrastructure, 

subscriptions, and service terms. 

Proton Financial AG 
Swiss corporation (AG); CHE-279.911.859; 

Baarermattstrasse 8F, 6340 Baar, Zug. 

Wholly owned Proton AG subsidiary; 

develops and provides Wallet software under 

separate terms. 
 

Registry and relationship sources: [2], [4], [5], [6], and [7]. 

Proton Foundation Governance 

The Foundation has no shareholders and is legally obligated to act according to its purpose. Proton states that 

no change of control can occur without Foundation consent, giving it the ability to block a hostile takeover that 

conflicts with the mission. The current Foundation page reports more than USD 5 million in grants to aligned 

organizations. [2] 

Trustee Publicly Associated Expertise or Role 

Dr. Andy Yen Founder and CEO of Proton; privacy and technology leadership. 

Antonio Gambardella Geneva innovation ecosystem and institutional governance. 

Prof. Carissa Veliz Privacy, ethics, and digital-governance scholarship. 

Sir Tim Berners-Lee Inventor of the World Wide Web; open-web and digital-rights leadership. 

Dingchao Lu Early Proton engineer and organizational continuity. 
 

These five trustees were listed on Proton's Foundation page when reviewed on 20 August 2026. [2], [3] 
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REVENUE PLEDGE WORDING 

The 2024 founders' letter describes a pledge of 1% of net revenues to the Foundation when conditions allow. 

The current Foundation page describes a resolution allocating 1% of Proton's revenues to charitable activities 

when conditions allow. The exact accounting basis should be confirmed from formal governance or accounting 

documents when material. [1], [2] 

Proton Financial AG: Scope and Limits 

Proton Financial AG is an active Swiss corporation, not merely a product label. Its Wallet terms describe it as a 

wholly owned Proton AG subsidiary that develops software for end users. The service generates wallet 

addresses and private keys on a non-custodial basis, broadcasts transactions to supported blockchains, and 

can expose third-party integrations. The company states that it does not store users' private keys or recovery 

phrases, does not custody assets, and does not itself provide payment or exchange services.  [6, 7] 

WALLET RISK NOTE 

Non-custodial control reduces provider custody risk but transfers recovery, transaction, market, tax, blockchain, 

and third-party integration risk to the user. Loss of recovery information can permanently prevent access to 

assets. 

Governance Safeguards and Open Questions 

Feature Safeguard Open Question for Diligence 

Mission purpose 
Trustees are legally bound to the 

Foundation's stated purpose. 
How are purpose interpretation, conflicts, and 

enforcement documented over time? 

Change of control 
Foundation consent can block mission-

inconsistent takeover attempts. 
What reserved matters and voting thresholds 

apply beyond a sale of control? 

Commercial flexibility 
Proton AG can operate profitably, 

compensate employees, and pursue capital 

if needed. 

How would future financing preserve Foundation 

control and user interests? 

Trustee succession 
A continuing board can preserve institutional 

memory beyond individual founders. 
What appointment, removal, term, independence, 

and succession rules govern trustees? 

Public accountability 
Governance pages, grants, and trustees are 

publicly identified. 
What financial reporting, impact metrics, and 

related-party disclosures are available? 
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IV. Security, Privacy Architecture, and Compliance 

Proton's assurance model combines cryptography, open-source clients, independent audits, physical 

infrastructure control, organizational controls, and Swiss/European legal protections. Each layer 

addresses a different risk and should not be treated as a substitute for the others. 

Assurance Status and Date Scope Significance 

ISO 27001 Certification received 2 May 2024. 
Information-security management system certification. 

Reviewers should inspect the certificate and scope 

statement. 

SOC 2 Type II 
First attestation completed July 

2025; audit by Schellman. 

Tests whether specified controls were designed and 

operated over the review period. The full report is 

generally supplied for due diligence. 

Proton VPN no-logs audit 
Fifth consecutive annual external 

audit published June 2026; 

Securitum. 

Server-side review found no evidence of persistent user-

identifiable activity or connection logging within examined 

scope. 

Open-source and 

product audits 
Ongoing; reports and code 

published by product and platform. 
Evidence must be matched to the specific app version, 

component, date, and threat model. 
 

Assurance sources: [11], [12], and [13]. 

Core Protection Layers 

Layer What It Protects Important Boundary 

End-to-end encryption 
Content readable only by intended 

endpoints for supported workflows. 
Not every protocol or external recipient 

supports the same E2EE path. 

Zero-access encryption 
Stored content encrypted so Proton does 

not hold a usable decryption key. 

Operational metadata, abuse signals, account 

records, and payment data may fall outside 

content encryption. 

VPN tunnel and no-logs 

design 
Traffic between the user device and VPN 

server; reduced provider activity records. 

The VPN server terminates the tunnel; 

destination services still receive traffic from 

that server. 

Self-operated infrastructure 
Reduces dependency on hyperscale clouds 

and third-party administrators. 

Physical sites, hardware suppliers, electricity, 

transit, and jurisdictions remain external 

dependencies. 

Organizational assurance 
Access controls, incident response, risk 

management, and monitoring. 
Certifications attest to a defined scope and 

period, not permanent invulnerability. 
 

Regulatory and Compliance Framework 

Framework How It Applies Report Interpretation 

Swiss FADP 
Primary national data-protection framework for 

the Swiss operating entity. 

Swiss domicile offers protections but also 

creates duties to comply with valid Swiss 

orders. 

EU GDPR 
Applies where Proton processes personal data 

within its territorial and material scope. 

Proton describes GDPR compliance; 

customers retain their own controller 

obligations. 

HIPAA 
Proton markets technical and contractual 

support for U.S. healthcare use cases when 

needed. 

Encryption and an appropriate vendor 

agreement can support compliance; they do 

not make a workflow automatically compliant. 
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Framework How It Applies Report Interpretation 

CCPA / CPRA 
Proton states that its business suite supports 

California privacy compliance. 
This is a compliance-support statement, not a 

government certification. 

U.S. CLOUD Act 
Proton AG is Swiss rather than a U.S. service 

provider and states it is not directly subject on 

that basis. 

U.S. authorities can still use Swiss mutual-

assistance channels; enforceable orders must 

pass through Swiss process. 
 

Framework sources: [11], [12], [14], and [15]. 

COMPLIANCE IS NOT A PRODUCT SETTING 

ISO and SOC reports validate specified vendor controls. HIPAA, GDPR, and CCPA obligations also depend on 

the customer's purpose, configuration, data flows, retention, access controls, contracts, and internal practices. 

Organizations should review Proton's current DPA, BAA availability, security exhibits, subprocessor information, 

and certification scope before relying on a compliance claim. 

V. Legal Jurisdiction, Requests, and Precedent 

Swiss jurisdiction is a meaningful part of Proton's privacy posture, but it is not immunity from lawful 

process. The decisive questions are which entity operates the service, what data exists, whether that data 

is encrypted, and whether a request becomes legally binding through Swiss authorities. 

Stage Simplified Description 

1. Foreign authority May request account information through an international channel. 

2. Swiss legal-assistance 

review 
Request is assessed against applicable Swiss law and procedure. 

3. Swiss order Obligation becomes binding only if issued through valid Swiss legal channels. 

4. Proton response 
Proton may produce available data, contest the request, or explain that requested logs or 

decryptable content do not exist. 
 

This is a simplified process summary based on Proton's transparency report; exact procedures vary by matter. 

[15] 

2021 Swiss Court Ruling 

On 22 October 2021, Reuters reported that the Swiss Federal Administrative Court upheld Proton's appeal 

concerning its status under telecommunications-surveillance law. The court confirmed that email services are 

not telecommunications providers for the relevant data-retention regime. The decision reduced certain provider-

level retention and monitoring obligations. It did not exempt Proton Mail from every valid, account-specific 

Swiss legal order. [16, 17] 

Metadata Disclosure and the 2021 Activist Case 

The prominent climate-activist incident was reported in September 2021, not 2022. Proton stated that it 

received a legally binding Swiss order in a French investigation routed through Swiss authorities and was 

required to collect information for a specific Proton Mail account. Public reporting identified an IP address 

among the data produced. Proton emphasized that the content of encrypted messages and attachments could 

not be decrypted. [17, 18] 

CONTENT VERSUS METADATA 

A provider may be unable to decrypt message, file, calendar, or vault content while still possessing or being 

ordered to collect limited metadata for a targeted account. Depending on the product and account history, that 

can include login IP information, recovery identifiers, billing records, or other account data. Proton should 

therefore be evaluated as a privacy service, not an absolute anonymity guarantee. 
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Current Transparency Indicators 

Service / Year Orders 
Contested or 

Denied 
Reported Outcome 

Proton VPN / 2025 59 59 denied 
Proton states it could not identify users from server IP and 

timestamp because the requested activity logs did not 

exist. 

Proton Mail / 2025 9,301 988 contested 
8,313 orders complied with. Compliance does not mean 

encrypted content was decrypted; Proton states it has no 

means to decrypt protected content. 

Proton Mail / 2024 11,023 655 contested 
10,368 orders complied with, subject to the same content-

versus-metadata distinction. 
 

Figures are Proton's aggregate reporting, updated 6 January 2026. [15] 

Jurisdictional Change Risk 

Proton publicly criticized proposed revisions to Swiss surveillance rules in 2025 and used infrastructure 

diversification as a risk-control measure. The legal entity and headquarters remained Swiss as of this report. 

Any future assessment should verify the status of Swiss surveillance rules, service-specific data location, and 

whether terms or operating entities have changed. 

VI. Infrastructure and Service Resilience 

Proton's infrastructure strategy is unusually vertically integrated for a consumer software company: it 

states that it owns server and network equipment, operates its own network, controls its IP space, and 

avoids dependence on hyperscale public-cloud providers for the core service stack. 

Dimension Verified Public Description Assessment Significance 

Physical locations 
Core data-center operations reported in 

Switzerland, Germany, and Norway. 
Provides geographic diversity and multiple 

legal, energy, and network environments. 

Ownership and control 

Proton states that it owns servers and network 

equipment, acts as its own ISP, and does not 

depend on AWS, Azure, or Google Cloud for core 

infrastructure. 

Reduces cloud-provider dependency and 

improves direct control; increases capital 

and operational burden. 

Physical security 
Highly secured sites, biometric access, tightly 

controlled employee access, and full-disk 

encryption are described. 

Mitigates physical theft and unauthorized-

access risks. 

Redundancy 
Load balancing, replicated data, geographically 

diverse sites, multiple backups, and design for loss 

of an entire data center. 

Supports continuity through site or 

hardware failures. 

Service availability 
Terms aim for 99.95% monthly service availability 

and define account credits below threshold, subject 

to exclusions. 

Commercial reliability commitment; not a 

guarantee of zero downtime. 

Software stack 
Linux and open-source components are prominent; 

Proton maintains in-house cryptography and core-

systems expertise. 

Reduces strategic dependence but requires 

sustained specialist staffing. 

 

Infrastructure sources: [14], [19], [21], and [22]. 

Data-Center Location Does Not Equal Legal Domicile 

A server's physical country affects local access, operations, and data-residency considerations, but Proton 

AG's Swiss domicile and contractual role remain central to the service relationship. Proton states that data for 
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certain storage services is held only in Switzerland, Germany, or Norway. VPN exit servers are distributed 

much more widely and should not be confused with core account or storage infrastructure.  [19, 22] 

AI Infrastructure Expansion 

External reporting in July 2025 described Proton's decision to host Lumo-related AI infrastructure in Germany 

and develop additional facilities in Norway, with a reported CHF 100 million investment figure. That figure is an 

externally reported infrastructure commitment, not an audited capital-expenditure disclosure reviewed for this 

report. [23, 26, 27] 

INFRASTRUCTURE CONCLUSION 

Proton's ownership and geographic diversification reduce dependency on a single cloud vendor or country. They 

do not eliminate supplier, energy, transit, physical-site, software, legal, or staffing risk. Exact service placement 

and residency should be confirmed contractually for regulated deployments. 

VII. Financial and Operational Overview 

This section describes the public business model and governance economics. Proton AG is privately 

held, and the reviewed public sources did not provide audited consolidated revenue, profit, cash-flow, 

debt, or balance-sheet figures. 

Component Public Model Implication 

Free tier 
Basic privacy services remain available without 

charge; paid users subsidize free access and 

mission-oriented deployments. 

Supports reach and censorship resistance 

but creates substantial infrastructure cost. 

Paid subscriptions 
Consumer, family, business, and enterprise plans 

provide premium functionality, storage, 

administration, support, and higher limits. 

Primary operating revenue engine and 

basis for self-sustainability. 

Advertising and data 

sales 
Proton publicly rejects behavioral ads and sale of 

user data as a business model. 

Reduces incentive to profile users; 

requires conversion to paid plans and 

disciplined cost control. 

Foundation allocation 
Public commitment to allocate 1% of revenue or net 

revenue to Foundation charitable work when 

conditions allow; wording varies by source. 

Links commercial performance to public-

benefit activity but is conditional and 

requires accounting clarification. 

Grants and investment 
Foundation reports more than USD 5 million in 

grants and impact-oriented investments in open and 

privacy-supporting technologies. 

Extends influence beyond Proton products; 

returns are measured by impact rather 

than only finance. 

Capital strategy 

No current venture-capital investors are reported; 

the 2021 CRV divestment transferred shares to 

FONGIT, and 2024 Foundation control 

strengthened mission protection. 

Reduces conventional investor pressure 

while preserving the need for profitability 

and possible future financing. 

 

Business-model sources: [1], [2], [19], and [20]. 

Economic Independence: Benefits and Tradeoffs 

• Benefit - subscription funding aligns revenue with customers rather than advertisers and data brokers. 

• Benefit - Foundation voting control reduces the likelihood that a hostile acquirer can force mission-inconsistent 

monetization. 

• Benefit - ownership of infrastructure and internal cryptographic expertise reduces strategic vendor dependence. 

• Tradeoff - hardware ownership, global offices, free services, censorship-response capacity, and security 

assurance create high fixed costs. 

• Tradeoff - limited public financial disclosure prevents outsiders from independently evaluating profitability, 

liquidity, investment capacity, or entity-level guarantees from public materials alone. 
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• Tradeoff - Foundation control protects mission but concentrates ultimate governance influence in a small trustee 

board whose effectiveness depends on succession, oversight, and adherence to purpose. 

Interpretation of 'Proton Financial' 

ENTITY NAME, NOT A FINANCIAL STATEMENT 

Proton Financial AG is the corporate provider of Wallet software. Its name should not be read as a bank, 

regulated deposit taker, broker, exchange, investment adviser, or source of the Proton group's financial 

statements. Wallet terms describe a software interface and non-custodial blockchain interaction. [6], [7] 

VIII. Summary Assessment and Due-Diligence Priorities 

Proton's strongest differentiator is the combined effect of technical privacy controls, direct infrastructure 

ownership, public security assurance, Swiss legal domicile, subscription economics, and Foundation 

voting control. The same evidence also shows why privacy claims require product-specific and data-

specific interpretation. 

Strength Assessment 

Privacy architecture 
Strong use of end-to-end and zero-access designs for content, supported by published 

threat models and open-source clients. 

Governance continuity 
Foundation is the primary/largest voting shareholder and can block a change of control 

that conflicts with the mission. 

Business alignment 
Subscriptions rather than behavioral advertising reduce incentives to monetize personal 

data. 

Security assurance 
ISO 27001, SOC 2 Type II, product audits, a bug bounty, and repeated VPN no-logs 

reviews provide multiple evidence layers. 

Infrastructure independence 
Owned hardware and network operations across three European countries reduce 

hyperscale-cloud and single-country dependency. 

Product breadth 
Integrated mail, storage, collaboration, VPN, password, authentication, meetings, AI, and 

wallet tools form a credible privacy-first suite. 
 

Areas Requiring Attention 

Risk or Limitation Assessment 

Metadata exposure 
Available account, billing, recovery, or targeted connection information can be subject to 

valid Swiss legal process even when content is encrypted. 

Product-model differences 
VPN, AI, email, collaboration, and wallet protections are not interchangeable; each threat 

model must be reviewed separately. 

Jurisdictional change 
Proposed or future Swiss and European surveillance rules could alter duties, 

infrastructure placement, or corporate strategy. 

Certification scope 
ISO and SOC evidence must be matched to the relevant entity, service, controls, dates, 

and customer obligations. 

Private-company disclosure 
No public audited financial package was identified, limiting independent assessment of 

group finances and subsidiary support. 

Governance concentration 
A small trustee board protects mission continuity but creates succession, accountability, 

and key-person considerations. 

Product maturity 
Workspace, Sheets, Meet, Lumo, Authenticator, and Wallet are newer than Proton Mail 

and may have feature, integration, or assurance gaps relative to mature incumbents. 
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Recommended Diligence Questions for Organizations 

1. Which legal entity contracts for each service, and do separate Wallet or Lumo terms apply? 

2. Does the current ISO certificate and SOC 2 Type II report cover the exact products, regions, and controls being 

relied upon? 

3. Which content and metadata fields are encrypted, retained, logged, or available to administrators for the 

intended configuration? 

4. Where are production data, backups, AI inference, support access, and disaster-recovery systems located? 

5. What DPA, BAA, subprocessor, retention, export, deletion, legal-request, and incident-notification commitments 

apply? 

6. How are account recovery, organization administrators, key loss, offboarding, litigation hold, and e-discovery 

handled? 

7. For Wallet, who bears key-recovery, transaction, third-party integration, tax, sanctions, and blockchain risks? 

8. What is the exit plan for exporting mail, files, documents, passwords, calendars, and audit evidence if service 

needs change? 

Decision Posture by Use Case 

Use Case Report Posture 

Personal privacy 
Strong fit for users seeking less data exposure to advertising platforms, provided account 

security and recovery are managed carefully. 

Small or medium business 
Credible integrated alternative where privacy and vendor consolidation matter; pilot 

collaboration, admin, migration, and support workflows. 

Regulated organization 
Potentially viable only after contract, residency, certification-scope, retention, legal-hold, 

BAA/DPA, and incident-response review. 

High-risk anonymity 
Do not treat Proton Mail or a Proton Account alone as an anonymity system. Threat-model 

metadata, payment, recovery, device, and legal-process exposure. 

Bitcoin self-custody 
Appropriate only for users prepared to protect recovery information and accept transaction, 

market, regulatory, tax, and third-party risks. 
 

Conclusion 

FINAL CONCLUSION 

Proton's hybrid structure is credible and distinctive: a mission-bound Foundation controls a commercially 

operated privacy platform, while Proton Financial AG isolates the Wallet software function. The organization 

demonstrates substantial technical and operational privacy maturity. Its claims are strongest when limited to 

what the architecture can prove - encrypted content, no-logs VPN controls, and mission-oriented ownership - 

and weakest when privacy is interpreted as immunity from all metadata, legal orders, regulatory change, or 

operational risk. 
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Source Register 

Sources are numbered in order of first use. Official entity records and Proton's legal, governance, 

security, and product materials form the primary evidence base. Independent sources are identified 

explicitly. All links were reviewed no later than the research cutoff date unless a source entry states 

otherwise. 

Source Class Use in This Report 

Swiss federal registry Legal name, entity form, UID, registered address, and active status. 

Proton legal and governance 

pages 
Entity relationships, contractual terms, mission, trustees, transparency, and stated 

obligations. 

Proton technical and product 

pages 
Product capabilities, architecture, pricing snapshots, certifications, audits, and 

infrastructure claims. 

Independent journalism Court context, public controversy, and reported infrastructure-investment details. 
 
[1] Proton is transitioning towards a non-profit structure 

Proton. 17 June 2024. 

proton.me/blog/proton-non-profit-foundation 

[2] The Proton Foundation 

Proton. Reviewed 20 August 2026. 

proton.me/foundation 

[3] Meet the team behind Proton 

Proton. Reviewed 20 August 2026. 

proton.me/about/team 

[4] Swiss UID register entry: Proton AG (CHE-354.686.492) 
Swiss Federal Statistical Office. Validated August 2026. 

www.uid.admin.ch/Detail.aspx?lang=en&uid_id=CHE354686492 

[5] Swiss UID register entry: Fondation Proton (CHE-418.863.304) 

Swiss Federal Statistical Office. Validated June 2026. 

www.uid.admin.ch/Detail.aspx?lang=en&uid_id=CHE-418.863.304 

[6] Proton Wallet Terms of Use 

Proton Financial AG. Modified 9 September 2025. 

proton.me/wallet/terms 

[7] Swiss UID register entry: Proton Financial AG (CHE-279.911.859) 

Swiss Federal Statistical Office. Validated 2 June 2026. 

www.uid.admin.ch/Detail.aspx?lang=en&uid_id=CHE-279.911.859 

[8] Introducing Proton Workspace 

Proton. 31 March 2026. 

proton.me/business/blog/proton-workspace 

[9] Proton for Business plans explained 

Proton Support. Reviewed 20 August 2026. 

proton.me/support/proton-for-business 

[10] The best office suites in 2026 

Proton. 23 July 2026. 

proton.me/business/blog/best-office-suites 

[11] Proton Trust Center 

Proton for Business. Reviewed 20 August 2026. 

proton.me/business/trust 

[12] Proton completes SOC 2 Type II audit 
Proton. 22 July 2025. 

proton.me/blog/soc-2 

[13] Proton VPN passes fifth annual external no-logs audit 

Proton VPN. Updated 16 June 2026. 

protonvpn.com/blog/no-logs-audit 

https://proton.me/blog/proton-non-profit-foundation
https://proton.me/foundation
https://proton.me/about/team
https://www.uid.admin.ch/Detail.aspx?lang=en&uid_id=CHE354686492
https://www.uid.admin.ch/Detail.aspx?lang=en&uid_id=CHE-418.863.304
https://proton.me/wallet/terms
https://www.uid.admin.ch/Detail.aspx?lang=en&uid_id=CHE-279.911.859
https://proton.me/business/blog/proton-workspace
https://proton.me/support/proton-for-business
https://proton.me/business/blog/best-office-suites
https://proton.me/business/trust
https://proton.me/blog/soc-2
https://protonvpn.com/blog/no-logs-audit
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[14] Terms of Service 

Proton AG. Modified 23 June 2026. 

proton.me/legal/terms 

[15] Transparency report 

Proton AG. Updated 6 January 2026. 

proton.me/legal/transparency 

[16] Secure email group Proton wins Swiss appeal over surveillance rules 

Reuters. 22 October 2021. 

www.reuters.com/technology/proton-wins-swiss-court-appeal-over-surveillance-rules-2021-10-22/ 

[17] Important clarifications regarding arrest of climate activist 

Proton. 6 September 2021. 

proton.me/blog/climate-activist-arrest 

[18] ProtonMail logged IP address of French activist after Swiss order 

TechCrunch. 6 September 2021. 

techcrunch.com/2021/09/06/protonmail-logged-ip-address-of-french-activist-after-order-by-swiss-authorities/ 

[19] Sustaining Proton's mission over time 

Proton. 15 February 2024. 

proton.me/blog/sustaining-mission-over-time 

[20] CRV divestment and other company updates 

Proton. 26 March 2021. 

proton.me/blog/crv-investment-other-news 

[21] Proton Mail reliability and 99.95% SLA 

Proton. Updated December 2024. 

proton.me/blog/protonmail-reliability-sla 

[22] Proton Drive Privacy Policy 

Proton. Reviewed 20 August 2026. 

proton.me/drive/privacy-policy 

[23] Proton does not trust Switzerland to host its AI servers 

SWI swissinfo.ch. 24 July 2025. 

www.swissinfo.ch/eng/ai-governance/proton-does-not-trust-switzerland-to-host-its-ai-servers/89727842 

[24] Proton Mail now in Public Beta 

Proton. 16 May 2014. 

proton.me/blog/protonmail-now-public-beta 

[25] Introducing Proton Sheets 

Proton. 4 December 2025. 

proton.me/blog/sheets-proton-drive 

[26] Introducing Lumo 

Proton. 23 July 2025. 

proton.me/blog/lumo-ai 

[27] Lumo privacy 

Proton Support. Reviewed 20 August 2026. 

proton.me/support/lumo-privacy 

[28] Introducing Proton Authenticator 

Proton. 31 July 2025. 

proton.me/blog/authenticator-app 

[29] Introducing Proton Meet 

Proton. 31 March 2026. 

proton.me/business/blog/introducing-proton-meet 

  

https://proton.me/legal/terms
https://proton.me/legal/transparency
https://www.reuters.com/technology/proton-wins-swiss-court-appeal-over-surveillance-rules-2021-10-22/
https://proton.me/blog/climate-activist-arrest
https://techcrunch.com/2021/09/06/protonmail-logged-ip-address-of-french-activist-after-order-by-swiss-authorities/
https://proton.me/blog/sustaining-mission-over-time
https://proton.me/blog/crv-investment-other-news
https://proton.me/blog/protonmail-reliability-sla
https://proton.me/drive/privacy-policy
https://www.swissinfo.ch/eng/ai-governance/proton-does-not-trust-switzerland-to-host-its-ai-servers/89727842
https://proton.me/blog/protonmail-now-public-beta
https://proton.me/blog/sheets-proton-drive
https://proton.me/blog/lumo-ai
https://proton.me/support/lumo-privacy
https://proton.me/blog/authenticator-app
https://proton.me/business/blog/introducing-proton-meet
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Disclosure, Accuracy Notice, and Revision Record 

Independent Publication and Non-Affiliation Notice 

Published by Montero Nava as an independent MND-EXT External Research Report. Proton, Proton AG, 

Fondation Proton, Proton Financial AG, and all referenced products, services, names, trademarks, and service 

marks remain the property of their respective owners. This publication is not affiliated with, endorsed by, 

sponsored by, commissioned by, or officially connected to Proton or any other referenced third party unless 

expressly stated. 

No Proton logo or copied Proton visual identity is used as a publication mark. Montero Nava claims only its 

original report structure, research organization, analysis, summaries, commentary, document design, and other 

original contributions, subject to applicable law and the rights of cited sources. 

Accuracy, Reliance, and Professional Limitations 

PUBLIC RESEARCH NOTICE 

This report is informational and does not constitute legal, tax, financial, investment, cybersecurity, engineering, 

procurement, regulatory, or other professional advice. It is not an audit of Proton, a certification of any user's 

compliance, or a substitute for current contracts, official guidance, and qualified professional review. Information 

may change after 20 August 2026. 

Corrections, Clarifications, and Removal Requests 

Referenced entities, rights holders, readers, and affected individuals may request factual correction, source 

clarification, attribution review, privacy review, intellectual-property review, removal of specific material, or 

withdrawal review. Submission does not automatically establish error, ownership, or a right to removal. 

Submit a request through the Montero Nava disclosure and correction hub. 

Revision and Version Record 

Version Date Status Change Record 

v1.0 20 August 2026 Final 

Initial Policy Code 0090-compliant DOCX edition of the Proton 

comprehensive report. Added formal MND-EXT control 

information, required disclosures, research parameters, source 

traceability, limitations, and revision controls while preserving 

the assigned MNID. 
 

Publication Record 

Record Field Value 

Current authorized edition v1.0 - Final 

Assigned MNID MNDE-UH-35-pwBNJ-552-1xhNHlqP 

Policy implementation Policy Code 0090 v0.1.1; aligned with Policy Code 6150 

Research cutoff 20 August 2026 

Distribution classification Public 

Supersession status Current; no newer edition identified at issue 
 

END OF CONTROLLED PUBLICATION 

MND-EXT  |  MNDE-UH-35-pwBNJ-552-1xhNHlqP  |  v1.0  |  20 August 2026 

https://link.mnus.me/discloser
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